The cyber kill chain (see graphic below) demonstrates the steps used to get a worm into a network. The worm is usually a payload installed by the drop file. Drop files are used to install any number of malicious payloads. However, drop files are not the only way this happens.
Macros in Word and other Office files are also used to download and install malware. Further, malicious actors also use PowerShell and JavaScript scripts to do the same. 
Understanding the attack vectors allows us to manage the threats. For example, we prevent installation of drop files and associated payloads via application whitelisting: preventing users from installing any application not explicitly approved by the organization. We prevent macros and scripts from installing malware by blocking their execution. 
[bookmark: _GoBack]For worms, we provide another layer of defense by segmenting our network and creating security zones for our most valuable information resources.
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